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Email Protection Service

‘Email Security

Email security is one of the
fastest growing and business
critical IT service
requirements. In Q1 2009,
spam levels averaged 72% of
all email traffic and peaked at
96%. Cyber email threats are
becoming more sophisticated
and malicious with the rapid
propagation of phishing,
botnet and malware attacks.
Email servers and on-premise
solutions can’t cope with
increased email volumes and
threats. MXSweep's email
security-as-a-service platform,
including email protection,
provides businesses with a
highly efficient, cost effective
and reputable outsourced
solution that addresses this
critical IT requirement.
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Protection against the inevitable

It's inevitable that from time to time every business will suffer disruption
to its email service - inevitable, that is, if it's not adequately protected
from threats like viruses, spam, phishing, denial-of-service attacks and
more. That's where email protection from MXSweep comes in, available
to our Managed Service Provider (MSP) partners as a valuable new
service that you can provide to your customers. It's a hosted solution
based on our email security-as-a-service model that gives our partners
end users the benefits of 99.92% spam and 100% virus protection.

Our approach is straightforward — to prevent any threat from getting
close to a user’s network, while ensuring the ‘good’ stuff gets through.
The approach might be straightforward, but the means of making it
work is far from simple.

Market Leading Spam Filtering

In fact, we recognise that to keep one step ahead in the constant
development battle, we must be at least as sophisticated in our
approach as the spammers, virus-writers and other internet bandits. This
is why simply combining all the world’s leading detection engines is not
enough for us. We also deploy and constantly refine our own filtering
technology in a unique, multi-layered approach to the protection
challenge.

What's more, in our view it's a fundamental strength that our email
protection is a true ‘set and forget’ solution — both for the end user and
our MSP partners. All email is filtered offsite, threats are quarantined and
only clean email is relayed to the end user’s email server
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100% Virus detection with Zero Hour Protection

With Industry-leading detection rates and all-the-time virus and spam
outbreak protection users can rest assured that the quality of their email is
guaranteed.
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Features and benefits

® Industry-leading detection rates, enabled by the unique multi-layered
combination of our filtering technology with the world’s leading
detection engines

@ Real-time, all-the-time virus and spam outbreak protection

® Minimal customer intervention — all email is filtered offsite, threats are
quarantined and only clean email is relayed to the server

® Inbound/outbound spam and virus protection. MXSweep also scans all
outbound emails so that in the event of a virus outbreak on the
customer network the threat will be contained and the customer’s mail
server will avoid being blacklisted.

® Close to zero false positive identification based on our ‘circles of trust’
technology meaning users receive every email they really need

® Painless contacts management due to intuitive, self-learning system

® User control -‘unjunk’ links on the system’s regular quarantine reports
enable individual to retrieve disputed mails

® Easy, integrated management of every email account, including

individual users, their aliases and the groups they're part of

Straightforward setting of access and responsibility levels for every user

Full management reporting to measure protection effectiveness

Continuous reputation management through outbound zombie

protection.
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